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1 System description 
 

The webshop takes the mapping of processes necessary for web-based ordering of goods and management 

of these and adds it to Festo Didactic training factories. 

In particular, these are: 

• the establishment and operation of a webshop as a central element in e-commerce 

• the creation and administration of products available for order 

• the configuration of product variants and the linking of these with MES workplans 

• The management and analysis of order, customer and status data 

 

 

 

NOTICE 
 

The webshop used is the basis for many current internet sales portals. In its delivery 

status however, weak and identical passwords are used and there are no further 

security measures such as encrypted communication with the web server (HTTPS) or 

decoupling of the database server to enhance user friendliness and enable simple 

access to data. 

 

For this reason operating the webshop on the Internet rather than the local network is 

inadvisable without additional security measures. 
 

 

 

1.1 Requirements 
On the server (e.g. MES-PC): 

• MES4 version 1.2.1.0 or above 

• Web server, e.g. Apache, incl. PHP version 7 or above with activated extension pdo_odbc (php.ini) 

• MySQL/MariaDB server 

• E-mail server, e.g. hMailServer 

 

On the terminal (e.g. tablet or laptop): 

• Current web browser (recommended: Google Chrome) 

 

 

1.2 Program components 
The following program components are installed and activated during installation of the webshop on the 

server: 

• Webshop application "OpenCart", contains modification "MES4 Plugin" by Festo Didactic 

• "opencart" database contains pre-configured webshop suitable for OpenCart application with MES4 

plug-in 

• Node-RED instance "18803_webshop" 

• hMailServer configuration 
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1.3 Server IP address 
The IP address below is set by default on delivery. Other IP addresses may alternatively be assigned for 

specific customers. 

 

System Standard server IP address Customer-specific server-IP address 

MPS 192.168.1.5  

MPS 400 172.21.0.90  

CP system 172.21.0.90  

 

 

The server's IP address can be checked via Start – prompt – ipconfig and pressing Enter to confirm. 

 

 

1.4 Program start 
The web applications can be called up within the local training factory network via the web browser. The URL 

(Uniform Resource Locator) depends on the server's IP address. 

 

Open webshop application: http://{Server-IP-Adresse}/opencart 

Open webshop administration: http://{Server-IP-Adresse}/opencart/admin 

 

 

1.5 User name and passwords 
The following users and passwords are set by default on delivery: 
 

Application User Password Comment 

Webshop admin Admin Festo4.0 Webshop operator 

Webshop customer@festo.systems Festo4.0 Example customer 

E-mail customer@festo.systems Festo4.0 E-mail distribution/retrieval 

E-mail webshop festo.systems Festo4.0 E-mail distribution/retrieval 

MySQL/MariaDB root Festo4.0 All authorizations 

MySQL/MariaDB FestoWriteUser Festo4.0 Read/write permissions 

hMailServer administrator app Administrator Festo4.0 (previously: festo)  
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1.6 Further documentation 
The OpenCart webshop basis has a large online community as well as freely available documentation. 

 

On the OpenCart home page, under Documentation 1, you will find introductory documentation on the 

OpenSource webshop and references to further literature. 

 

 

Figure: OpenCart Introduction 

 

 

 
 
1 http://docs.opencart.com/en-gb/introduction/ 

http://docs.opencart.com/en-gb/introduction/
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2 Creating products 
 

In the webshop, products can be created that are commissioned by a customer automatically via the MES4 

interface. The webshop products constitute a subset of the parts created in MES4. In particular, products 

that are not configured in MES4 can’t be successfully ordered. 
 

In the following, a distinction is made between products with and without options that can be selected when 

ordering. 

 

2.1 Creating a new product without options 
 

Procedure 
 

1. Start OpenCart Admin interface, log in if necessary 
 

 
 

 

2. Catalog – Products 
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3. The products configured are displayed. Meanings in the "Status" column 

Enabled:  The product is visible in the webshop for customers and can be ordered 

Disabled: The product is not visible in the webshop 

4. A new product can be created via "Add new". 
 

 
 

 

5. Enter the product data, in particular in the following categories: 

General: 
• Product Name: Displayed name of the product 

• Description: Description for precise definition of product 

• Meta Tag Title: Title of website (e.g. the product name) 
 

 
 

 
Data: 

• MES Part Number:  Corresponds to the PNo of the part added in MES4 (production part) 

• Price:   Product price shown (gross) 

• Quantity:   Warehouse stock (here = 0 since production starts on order release) 

• Minimum Quantity: Minimum quantity to be ordered; typically 1 

• Subtract stock:  Selects whether the warehouse stock is subtracted when ordered. 

     Here "No" since produced on order. 

• Status:   Enabled in order to make the product visible in the webshop 
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Links: 

• Manufacturer: Manufacturer of the product. 

    In the webshop, products can be displayed filtered by the manufacturer  

    specified here. Standard: Festo Didactic SE 

• Categories:  Product category under which the product appears in the webshop. 

    On the home page of the webshop, a category can be selected as a filter. 

    Standard categories are 

    CP Factory Products 

    MPS Products 

 

 
 

 
Image: 

• Image:  Image displayed for the product. 

    By clicking the blue edit icon, the main screen 

    can be modified. 

    All images in the directory 

    xampp\htdocs\OpenCart\image\catalog 

    are available and images can be uploaded from other sources. 

• Additional Image: Additional images that are displayed in the detailed view for the product. 
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2.2 Creating a new product with options 
To create a new product with options i.e. parameters selectable by the customer, the options first have to be 

configured. 

 

In the example in the table below, two options (color and logo) have been defined with three (black, blue, 

red) and then two (I4.0, Festo) values. 

 

Subsequently two products were added: "Colored Part" with color options and option values black and red, 

and "Colored Part with Logo" with color option, option values red and black and logo options and the option 

values Festo and I4.0. 

 

In the products, a subset from the options defined can therefore be used. 

 

In the product options in turn, a subset can be created from defined option values and also newly sorted for 

this product. 

 

 Example 

Options Option
Front Cover Color

Black

Blue

Red
  

Option
Logo

I4.0

Festo
 

Products with options Product
Colored Part

Option
Front Cover Color

Black

Red

   

Product
Colored Part with Logo

Option
Front Cover Color

Red

Black

Option
Logo

Festo

I4.0

 

 

 
 

 

All options that are configured for the product in the webshop have to be defined in the 

MES4 workplan as changeable parameters. 

All other parameters in the workplan have to be defined as constant. 
If they are not, order transfer from the webshop to MES4 will fail. 
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Procedure 
 

1. Start OpenCart Admin interface, log in if necessary 
 

 
 

 

2. Catalog – Options 
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3. Defining options 

• Option name: Unique name of the option 

• Type:  Type of option choice, see following table 
 

Configured type Example (webshop view) 

Select 

 

Radio 

 

Checkbox 

 

Text 

 

Text area 

 

File 

 

Date 

 

Time 

 

Date & time 
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• Sort Order:   Value that defines the order in which the options are displayed  

     for a product 

• Option Value Name: Name of the option value 

• Image:   Image shown for the option (only with "Radio" type and "checkbox") 

• Sort Order:   Value that defines the order in which the option values  

     are displayed 

• MES Value:   Parameter value transferred to the MES4 when the option is chosen 
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4. Select product to which options are to be added 

To do this either  

add a product as in chapter 2.1 or  

duplicate an existing product. Proceed as follows when doing this: 
i Catalog – Products – [Select product] – Copy 

 

 
 

 

ii The duplicated product appears in the product list with the status "Disabled" 

 Open duplicated product for editing. 

 

 
 

 

iii The following changes are required on the copied element: 

 General – Product Name: Assign a unique name 

 Data – MES Part Number: part number in MES4 

 Data – Status: Enabled 
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5. Adding option values 

Selecting the "Option" tab 

Enter or select one of the defined options 
 

 
 

 

i MES Step Number:  StepNo in the workplan in which this option is used 

 MES Parameter Number:  Number of the parameter in the workplan  

 Required:    = Yes (MES4 interface always expects a parameter value) 

 

ii The following data is to be defined for each option value, which is added using the "+" button: 

 Option value:   Option(s) that can be selected for the product 

 Quantity:    = 0 (no stock management for option values) 

 Subtract Stock:   = No (no stock management for option values) 

 Price:    Change (+/-) to the product price due to the option value 

 Points:    Change to reward points due to the option value  

      (see OpenCart documentation) 

 Weight:    Change to the product weight due to the option value 

 

Thereafter press "Save" to save the entries. 
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3 Ordering products 
 

Procedure for ordering products 
 

1. Open product page 

2. Select all required options marked with a red asterisk. 

3. Select quantity of products of the same type 

4. Confirm with "Add to Cart". The articles are saved in the shopping cart. 
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5. Add any other products. 

All products in an order are merged in one order when forwarded to MES4. 

6. Preparing the order via "Checkout" 

7. Register as a new customer or log in with the existing access data (see chapter 1.5) via 'Login' 
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8. Confirm the "Terms & Conditions" 

9. Send the order via the "Confirm Order" button 
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4 Order forwarding to MES4 
 

Webshop orders are forwarded via the Node-RED application "18803_webshop". 

 

Node-RED is a development environment based on Node.js. 

 

 

4.1 Starting the Node-RED instance 
The Node-RED instance starts automatically at the system startup or can be started depending on software 

version and delivery scope via NodeRed\18803_webshop\Start.bat. A command window appears that can 

be minimized. Closing the window terminates the application. 

 

 
 

 

After starting the application, the algorithm tries to create all new orders via the TCP/IP interface of the 

MES4. If the MES4 does not respond, new requests are made periodically until the order is successfully 

created. 
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4.2 Configuring order forwarding 
Order forwarding can be configured via a web front-end. 

 

Procedure 
 

1. Open http://localhost:18803/ui in a browser window 

2. Options: 
Webshop number:  Unique number of webshop in network 

     This corresponds to the customer number (CNo) in MES4.  

     The CNo must be created in MES4 so that the orders forwarded  

     are displayed without any errors. 

Enable orders immediately: If activated, the orders are immediately active in MES4,  

     otherwise they are listed in MES4 under "Planned Orders". 

MES4 host name:  Name or IP address of MES-PC 

MES4 port:   Port of TCP/IP communication, standard value: 2000 

Delete all orders:  Deletes all webshop orders 

Delete today’s orders:  Deletes all webshop orders for the current day 

Restart connector:  Restarts the application e.g. in case an error  

     in the product configuration has stopped the processing. 

 

 
 

 

http://localhost:18803/ui
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5 Order tracking 
 

The webshop orders can be tracked via the frontend, backend or via e-mail notifications. 

 

5.1 E-mail settings 
During order processing, e-mails are sent automatically via a local e-mail server. 

 

E-mails can be received on the MES-PC with the following settings 

 

Settings Incoming server Outgoing server 

Server type IMAP SMTP 

Server localhost localhost 

Port 143 587 

User name 
see chapter 1.5 

Password 

Connection safety None 

Authentication method Password, transfer unsecured 

 

 

For retrieving e-mails, the Thunderbird e-mail client is preinstalled on the MES PC. 

 

To retrieve e-mails on other devices in the local network, the Server entry will have to be adapted in the 

e-mail client configuration for the devices (see chapter 1.3) and further settings made to firewalls or the 

network if necessary. 
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5.2 E-mails to customers 
Order entry: The order is received in the webshop. 
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Status update "Processing": The order has been received in MES4. 

 

 
 

 

Status update "Processed": The order is registered as complete in MES4. 
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Status update "Failed": In MES4, no order could be created. This may happen for the following reasons: 

• The product configured in the webshop (MES Part Number) is not available in MES4 

• Configuration of the options in the webshop does not correspond precisely to the changeable 

parameters of the workplan 
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5.3 E-mails to the webshop operator 
Notification about an incoming order in the webshop 

 

 
 

 

Notification about failed MES4 order 
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5.4 Order information in the webshop frontend 
The webshop frontend provides the option of tracking the order status. The status update e-mails from 

chapter 5.2 contain the link to the "Order Information" page. 

 

Alternatively, the information page can be opened after the customer login (for access data see chapter 1.5) 

under "My Account" – "Order History" and select the corresponding order. 

 

Besides the payment, delivery and product data, the view shows the status change history as well as the 

MES4 order number (ONo) as a number and as a QR code. 
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5.5 Order information in the webshop backend 

In the backend too (administrator area), the status of orders can be tracked and also changed. 

 
Procedure 
 

1. Start OpenCart Admin interface, log in if necessary 
 

 
 

 

2. Sales – Orders 

3. Select "View" in the row for the corresponding order 
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4. Under "Order History", the changes made to date to the order status are shown. 

Under "Add Order History" a new status can be set manually. 
 

 
 

 

The following statuses are usually used together with the MES4: 

 

Status ID Designation Meaning 

0 – In shopping cart, order not yet submitted 

1 Pending Order submitted, pending 

2 Processing Order transferred to MES4 

15 Processed Order marked as complete in MES4 

10 Failed Order failed 

5 Complete Removed from warehouse 

3 Shipped Dispatched 
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6 Invoice and dispatch note 
 

6.1 Creating invoice 

An invoice can be created in the webshop's administration area for each order. 

 
Procedure 
 

1. Start OpenCart Admin interface, log in if necessary 
 

 
 

 

2. Sales – Orders 

3. Select "View" in the row for the corresponding order 
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4. Under Options – Invoice select the "Generate" button; a unique invoice number is created once. 
 

 
 

 

5. Select Print Invoice. The invoice including invoice number is displayed in a new browser tab. 
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6.2 Creating a dispatch note 
For each order, a delivery note can be created in the admin area of the webshop. 

 

The procedure is as in chapter 6.1 steps 1 to 3., then select "Print Shipping List". 

 

The delivery note including invoice number is displayed in a new browser tab. 
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